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1   Introduction

This document shows how to reduce the Linux secure-boot time on the i.MX 8M and i.MX 9 families, using the
U-Boot Falcon mode. It is a slight variation of the method described in Fast Boot on i.MX 8 and i.MX 9 Using
Falcon Mode and Kernel Optimizations (AN14093), enabling secure boot. The main difference is how and when
the kernel device tree is fixed-up. In the original method, the device tree is manually fixed in U-Boot and saved
for subsequent fast boot-ups. In the current method, the U-Boot SPL fixes the device tree at each boot. This
process allows the use of a signed device tree and skips the manual step of fixing it.

2   Software and hardware environment

Software requirements:

• An Ubuntu 22.04 PC is assumed.

• This application note applies to the Yocto project BSP scarthgap release and Linux BSP release 6.6.36_2.1.0.

Hardware setup and equipment:

• Development kits:
– NXP i.MX 8MM LPDDR4 EVK
– NXP i.MX 8MN DDR4 EVK
– NXP i.MX 8MP LPDDR4 EVK
– NXP i.MX 93 11x11 LPDDR4 EVK
– NXP i.MX 95 19x19 LPDDR5 EVK

• Cables:
– Micro-USB for the debug port (i.MX 8M)
– Type-C for the debug port (i.MX 9)
– Type-C for the serial download port

3   A dive into the boot flow

This section describes how the system transitions from power-on reset to kernel execution. It also highlights the
difference between the default boot, Falcon mode boot, and Secure Falcon mode boot.

3.1  Default boot
The boot ROM is the first program executed after a power-on reset. It handles the basic initializations for the
bootloader (U-Boot) to start. Since U-Boot is too big to fit into the on-chip memory (OCRAM), it was divided into
two parts: Secondary Program Loader (SPL) and U-Boot proper.

The SPL is a smaller preloader that runs from OCRAM. It initializes some peripherals, and the most importantly,
the DRAM (on i.MX 95, the OEI initializes the DRAM). After initializing the DRAM, the SPL loads the ATF (ARM
Trusted Firmware) and the U-Boot into the DRAM, then jumps to the ATF. Once ATF completes its tasks, it
jumps to the U-Boot proper.

The U-Boot proper is the second stage bootloader. It provides a minimal set of tools to interact with the
hardware through a command-line interface. The main tasks handled by the U-Boot include loading and
preparing the kernel device tree (called 'fix-up') and the loading and starting the kernel image itself. The fix-up
involves changing and adding some node parameters in the device tree, which includes the DRAM address and
size, kernel boot arguments, and so on.
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aaa-060687

Boot ROM SPL ATF U-Boot

Bootloader

Kernel

Figure 1. Default boot sequence

Note:   In i.MX 95, other steps are taken between boot ROM and SPL (OEI execution and System Manager
boot). For clarity, those are omitted in this description. They can be considered part of the 'boot ROM' stage.

3.2  Falcon mode boot
The Falcon mode is a U-Boot feature that allows loading and starting the Linux kernel directly from the SPL,
bypassing the U-Boot proper. This mode enhances boot performance by reducing the steps involved in the
default boot process.

The SPL handles both loading of the device tree and kernel, and starting of the kernel, eliminating the need for
U-Boot proper. The device tree must be fixed-up in advance by either the SPL or through manual preparation. In
Fast Boot on i.MX 8 and i.MX 9 Using Falcon Mode and kernel Optimizations AN14093, the device tree is fixed-
up manually in U-Boot, and then saved on the boot device for the SPL to use. In this application note, the SPL
fixes the device tree at runtime. This approach offers two-fold advantages: (1) the manual fix-up is not required,
and (2) the device tree can be signed at compile time for secure boot and used as such.

aaa-060688

Boot ROM SPL ATF

Bootloader

Kernel

Figure 2. Falcon Mode boot sequence

3.3  Secure Falcon mode boot
The focus of this application note is the ability to implement secure boot. In the secure boot, each binary (SPL,
ATF, device tree, and kernel) is signed with a set of cryptographic keys. During boot, each stage first verifies the
signature of the subsequent stage, before starting it. This ensures that only authorized software is run on the
platform, establishing a chain of trust. For more details related to the secure boot, check the Security Reference
Manual of your platform, and the practical implementation details in the U-Boot repository.

In Falcon mode, the boot ROM authenticates the signature of the SPL before the boot ROM starts the SPL. The
SPL loads the ATF, the device tree, and the Linux kernel. It authenticates the signatures for each of them, fixes
the device tree, and then starts the ATF and the kernel.

4   How to run

To enable the Falcon mode with or without secure boot, follow the steps described in the README file of the
source code. Make sure that the correct branch is selected according to the intended BSP release.

You can always fall back to U-Boot by keeping any key pressed during power on, on the serial console.

5   Implementation details

The implementation consists of several patches, described below.

• The U-Boot patch
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In the meta-imx-fastboot/recipes-bsp/u-boot/files directory, there is a patch and a configuration
file for each platform. For more details about the configured parameters, see the U-Boot documentation.
Each 0001-<board>-add-falcon-mode-support.patch file:
– Implements the spl_start_uboot() function, located in uboot-imx/board/freescale/<board>/
spl.c, where <board> is: imx8mm_evk, imx8mn_evk, imx8mp_evk, imx93_evk, or imx95_evk. This
function checks if SPL should start the kernel or U-Boot. If any key is pressed during boot, the function
returns 1, meaning that U-Boot must be started. Otherwise, SPL must start the kernel.

– The patch for i.MX 95 implements, in addition, the spl_fit_read() function in the arch/arm/mach-
imx/imx9/scmi/soc.c file. Since the USDHC controller is a nonsecure controller, it cannot access the
DDR secure region. This function is required only for i.MX 95 and it handles the container image loading
from the storage device (SD or eMMC) to DDR.

The 0001-imx8m-reset-ethernet-phy-in-spl.patch file resets the Ethernet PHY for the i.MX 8M
family. To bring it up in the operational state in which Ethernet MAC can interact with the PHY, this must be
reset before starting the kernel. The PHY is reset in the board_init_r() function located in the uboot-
imx/common/spl/spl.c file.
The 0001-fix-the-kernel-DTB-directly-in-SPL.patch file loads the device tree from the kernel
FIT/container image and implements the fix-ups in SPL.

• The ATF patch
In the meta-imx-fastboot/recipes-bsp/imx-atf/files directory, there is a patch for each platform.
The patch adds support for jumping directly to the kernel. By default, the ATF is designed to jump to the U-
Boot. To jump directly to the kernel on NXP platforms, the FDT address must be passed as an argument
in the bl31_early_platform_setup2() function, located in imx-atf/plat/imx/imx8m/<board>/
<board>_bl31_setup.c for i.MX 8M family and imx-atf/plat/imx/<board>/<board>_bl31_
setup.c for i.MX 9 family.

• The mkimage patch
The patches for the mkimage tool are located in the meta-imx-fastboot/recipes-bsp/imx-mkimage/
files directory. Each 0001-<board>-add-falcon-mode-support.patch file:
– Creates two new targets in the soc.mak file to generate:

– The image containing the ATF, the kernel, and the kernel device tree; for the i.MX 8M family, an IVT
header is added to the FIT image, to be signed.

– The bootloader containing only the SPL.
– In addition, the patch for the i.MX 8M creates the mkimage_fit_atf_kernel.sh script used for

generating the FIT image source containing the ATF, the kernel, and the device tree. It adds the os property
to the uboot-1 node of the U-Boot FIT image source (u-boot.its). This property is required when
loading U-Boot (the case when spl_start_uboot() returns 1) while Falcon mode is enabled. Otherwise,
the U-Boot fails to boot.

• The kernel recipe append
The kernel boot arguments are added at compile time into the device tree, through the bbappend recipe file
meta-imx-fastboot/recipes-kernel/linux/linux-imx_6.6.bbappend. To use custom kernel
parameters, define the FALCON_KERNEL_BOOTARGS:<board> variable into the conf/layer.conf file.
Check the README for an example of how to change the kernel parameters.

6   Benchmarks

This section presents, for reference, the timing results on our test boards. The measurements are based on the
6.6.36_2.1.0 BSP, with the image booting from eMMC. The measured interval is from reset to the first process in
userspace.
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Default Boot Fast Boot[1]

Board
Nonsecure (ms) Secure (ms) Nonsecure (ms) Secure (ms)

i.MX 8MN DDR4 7261 7662 1794 2218

i.MX 8MP 11013 11590 2270 2684

i.MX 8MM 8979 9929 4211[2] 5088[2]

i.MX 93 10126 12630 2326 4985

i.MX 95 16618 19276 3815[3] 6408[3]

Table 1. Booting time

[1] kernel log messages are suppressed using quiet.
[2] i.MX 8M Mini EVK does not come with an integrated Wi-Fi module connected to the PCIe port (unlike i.MX 8M Plus). Therefore, the PCIe PHY

initialization consumes time, waiting for an active link. Also, the MMC UHS is not supported in SPL, increasing the loading time of the kernel image.
[3] DDR quick boot enabled.

Note:  eMMC fastboot mode is disabled in the current measurements. Enabling it could gain more speed.

7   Revision history

Table 2 summarizes the revisions to this document.

Document ID Release date Description

AN14641 v.1.0 24 April 2025 Initial public release

Table 2. Revision history
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