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Introduction

This document describes the usage of the PN7642 evaluation board and its development environment, which

al

lows for simple evaluation of the features and functions of the PN7642.

After reading this document, the user should have a basic understanding of the following topics:

1.

2
3
4

How to bring up your PNEV7642 development board.

. Install and set up your development environment (MCUXpresso).
. Working with the PN76 SDK and its examples.

. Install and use the NXP NFC Cockpit.

Figure 1. PNEV7642

1.1 Quick map

There are many documents available for the PN7642, refer to Section 2 "Documentation overview" for an
overview.

For a quick start with the development board, see Section 3 "Quick start with USB as supply"
Section 4 "System overview" gives a brief introduction to different development setups.
Section 5 "Firmware overview" provides information about the PN7642 firmware release history.

Proper configuration of the PN7642 is important, and this configuration involves EEPROM settings. Section 6
"PN7642 registers and EEPROM concept" highlights this.

The PNEV7642 board is explained in Section 7 "Hardware".

Software available for the PN7642 is explained in Section 8 "Software".

To develop software, a development environment is necessary. Setup and usage of which is explained in
Section 9 "Development environment".

Section 10 "NFC Cockpit" is a tool which is recommended to use for analog configuration (Antenna tuning,
DPC, etc.).
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2 Documentation overview

Below is an overview of documents for the PN7642:

» Data sheet — PN7642
— This document describes the functionality and electrical specification of the NFC open controller PN7642.
* AN13467 — PN76 family antenna design guide

— This document describes the NFC antenna design and tuning related to the PN76 family. This includes the
dynamic power control 2.0 functionality. It gives some layout recommendations and some guidelines on how
to adjust (“calibrate”) the DPC.

* AN13925 — PN76 EEPROM configuration handling

— This document explains how to enable the OpenSDA interface for debugging on the PN76 development
boards.

* AN13996 — How to use the low-power features of the PN76 family NFC controller

— This application note explains and shows how to use different low-power modes on the PN76 family NFC
controllers using the NFC low-power modes example of the SDK.
* AN14060 — How to use the PN76 family cryptographic features (
— Within this application note it is shown how to use the internally stored keys, in the PN7642 secure key
store, with the mbedTLS APIs.
* AN13720 — PN7642 Secure Key Mode demo application
— This document describes a demo application to showcase the Secure Key Mode commands of the PN7642
front-end controller. The scope of this document is to describe the way of working with the demo application
on PN7642 FAMA board.
* PN7642 NFC controller user APl documentation
— This documentation holds all information about the PN7642 firmware APlIs. It is part of the MCUXpresso
SDK and found in the docs folder. Unpack it and open the "index.html" to read it in your browser. It is
generated out of the inline comments with DoxyGen.
* AN13936 — PN7642 frequently asked questions
— A FAQ document with common questions and their answers. This is an active and frequently updated
document and worth a look if found in a dead end.
* AN14540 — Firmware update on PN7642
— This application note explains the different possibilities how the NXP firmware and user application can be
updated on the PN7642.
* AN14518 — Crystal Oscillator Design Guide
— This document covers the design process of the XTAL oscillator in NFC Reader circuits. In this context,
design means the selection of the correct XTAL unit and its implementation into the customer design.
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3 Quick start with USB as supply

Follow the instructions below to bring-up the PNEV7642 development board and its environment. For further
details about the development board, the development environment, the product support package, and other
related topics, refer to the following sections of this document.

1. Unpack your PNEV7642A Rev-B development board.
2. Setjumper "J3 - 5V_SEL" to 3-2 to use USB 5V as supply:

Figure 2. Supply selection

See Section 7.1.1.1 "Power supply selection”.

3. Plug in a USB-C cable to J5 (top USB-C connector) and to the PC (active USB hub recommended due to

the high in-rush current).
See Section 4.1 "PN76 and external debugger".

4. Download, install, and open the latest MCUXpresso IDE.
a. Create a new workspace for the PN7642 examples.
See Section 9.1.1 "MCUXpresso IDE".

5. Download the PN7642 MCUXpresso SDK from the PN7642 webpage ref.[10]. By default, the PNEV7642
comes with firmware version v01.00. If users do not want to update the firmware first, download SDK
v02.12.01.

See Section 5 "Firmware overview" for firmware and SDK compatibility. Refer to ref.[8] for instructions on
updating the PN7642 firmware.

6. Install the SDK by dragging and dropping the .zip file in the "Installed SDKs" tab, found at the bottom of the
MCUXpresso:

I Installe

i Installed SDKs

Figure 3. Installed SDKs tab

See Section 9.1.1.2 "Install SDK".
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7. Click "Import SDK example(s)" in the "Quick Start Panel", to import the first SDK example.

('} Quickstart Panel Vanables *®g Breaks

MCUXpresso IDE - Quickstart
WEEN Project: pnevi6d2fama_nfc_low_power_miu

= Create or import a project

_, 0 Ed Impe
/2

Figure 4. Quickstart Panel - Import SDK examples

a. Import "nfc_examples" — "NfcrdlibEx1_DiscoverylLoop_Freertos" and check "Semihost" in the "Project
Options™:

Project Options
SDE Debug Conso = O

W SOUrces

Import other files

Figure 5. Project Config - Semihost
b. Click "Finish" to start importing the example into your project workspace.
See Section 9.1.2 "Import SDK example".
8. Connect a debugger (NXP MCU-Link, LPC-Link2, or SEGGER J-Link) to jumper "J21 -
NFC_DEBUG" (bottom-right corner of the development board).
See Section 7.1.2.1 "JTAG/SWD interface".

9. Click the blue "Bug"-icon in MCUXpresso to compile and start debugging the example:

a. A pop-up window should appear to choose your debugger. Click the debugger of choice, which is
connected to the PN7642, and click "Ok".

See Section 9.1.3.2 "Debug example".

Figure 6. MCUXpresso start debugging
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10. The program should be automatically halted at the void main(). Click "Resume" or press "F8" to let the

11.

example run:

% Debug

W I.EEH |::I-IE
v pu? pnevy : dlib
w gt Threa I (0 lec

= main() at NfcrdlibEx1_[hs )

Figure 7. MCUXpresso - Resume button

Place an NFC-Tag on the antenna of the PNEV7642A development board. The example prints the
information of the detected tag:

. Installed 5D... 1l Properties ﬂ Problems B Console > 43 Termir

autput channel

Figure 8. MCUXpresso - Console output of ex1
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4 System overview

There are multiple setups to get started with the development board. Choose the setup which best fits your
purpose, way of working, and available hardware the best.

» Section 4.1 "PN76 and external debugger"

» Section 4.2 "PN76 and OpenSDA"

» Section 4.3 "PN76, LPC55, and external debugger”

4.1 PN76 and external debugger

The following figure indicates how an evaluation setup with PNEV7642A and an external programmer can be
set-up.

. USB-C to PC Power Jack

USB-A to PC

k2!

NFC-Debug

A1 U

Figure 9. System overview - PN76 and external debugger

PNEV7642A connections:

* J5 "Top USB-C" connected with a USB-C cable to the developers PC for communication (for example, VCOM
for NFC Cockpit).
* J9 "Power Jack" connected to a power supply (5V, min. 1A).

— If you power it directly via USB "J5" and not with the power jack, an active USB hub is recommended, due to
the high in-rush current.

* J21 "NFC-Debug" to connect a Debug Probe like a SEGGER J-Link or MCU-Link.

Table 1. Boards and utility overview
What Why

PNEV7642A Board | The PNEV7642A is the evaluation board of the PN7642 chipset. This whole document describes how
to configure and program it.

Debug Probe In the picture above, a SEGGER J-Link is shown as an external debugger. If you want to flash an
application and debug it onto the PN7642, you need an external debug probe. This can be a MCU-
Link or a SEGGER J-Link.

Personal Computer |A Windows, Linux, or MacOS computer is necessary to run the IDE for developing applications for the

(Host) PN7642 chip. Currently only Windows is fully supported and described within this application note.
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4.2 PN76 and OpenSDA

OpenSDA is an open-standard serial and debug adapter. It bridges serial and debug communications
between a USB host and an embedded target processor. The following figure explains how an evaluation setup
with PNEV7642A and the onboard OpenSDA can look like and how to connect it.

By default, the OpenSDA option on the PNEV7642A Rev-B development board is disabled. How to use
OpenSDA is described in ref.[11].

Power Jack
USB-C to PC

1 .

[ : _
t usB-CtoPC ¢

Figure 10. PN76 and OpenSDA

PNEV7642A connections:

* J5 "Top USB-C" connected with a USB-C cable to the developers PC for communication (for example, VCOM
for NFC Cockpit).

* J9 "Power Jack" connected to a proper power supply to supply the PNEV7642A board.
* J27 "Bottom USB-C" connected for the OpenSDA debug probe.

Table 2. Boards and utility overview
What Why

PNEV7642A Board | The PNEV7642A is the evaluation board of the PN7642 chipset. This whole document describes how
to configure and program it.

Personal Computer |A Windows, Linux, or MacOS computer is necessary to run the IDE for developing applications for the

(Host) PN7642 chip. Currently only Windows is fully supported and described within this application note.
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4.3 PN76, LPC55, and external debugger

The following indicates how an evaluation setup with PNEV7642A, LPC55S16-EVK, and an external
programmer can be set-up.

Power Jack

USB-C to PC

USB-A to PC

USB to LPC-Link2

USB for communciation

Figure 11. System overview
PNEV7642A connections:

* J5 "Top USB-C" connected with a USB-C cable to the developers PC for communication (for example, VCOM
for NFC Cockpit).

* J9 "Power Jack" connected to a proper power supply to supply the PNEV7642A board.

* J21 "NFC-Debug" to connect a Debug Probe, SEGGER J-Link or LPC-Link2, to program the PN76.

LPC55816-EVK

* J4 "Main USB" connected to the PC for communication with the PC and/or as power supply for the
LPC55S16-EVK board.
* J1 "LINK2" connected to the PC and shown as an LPC-Link2 debug probe. Used to program the LPC55S16.
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Table 3. Boards and utility overview

What

Why

PNEV7642A Board

The PNEV7642A is the evaluation board of the PN7642 chipset. This whole document describes how
to configure and program it.

LPC55S16-EVK

The LPC55S16-EVK is an optional board. It is only necessary for some of the provided examples like
HIF-based examples. The PNEV7642A is fully operational without this board.
Within the provided software package, you find "host software". This software is dedicated to run

on this LPC55S16 board to complement another example running on the PNEV7642A Rev-B
development board.

One of the major reasons to use a LPC55S16 besides showcasing the HIF encryption is to update
the PN7642 firmware. This currently cannot be done without the LPC55 board.

Debug Probe

In the picture above, a SEGGER J-Link is shown as an external debugger. If you want to flash an
application and debug it onto the PN7642, you need an external debug probe. This can either be a
LPC-Link2 or a SEGGER J-Link.

Personal Computer
(Host)

A Windows, Linux, or MacOS computer is necessary to run the IDE for developing applications for the
PN7642 chip. Currently only Windows is fully supported and described within this application note.
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5 Firmware overview

The PN76 firmware and tool compatibility are listed below in Table 4.
Firmware version
A firmware version is always 2 bytes: XX.YY

Where 'XX' is the major version and 'YY'" is the minor version. A firmware version written as "2.1" is equal to
"02.01", "1.0" is equal to "01.00" and so on.

It is not possible to downgrade a major version. A chip with firmware version 02.xx cannot be downgraded to
firmware version 01.xx. A downgrade is only possible within minor version: 02.02 — 02.01; 01.0A — 01.00; and
SO on.

A firmware version with “F” in its minor version is the same as without the “F” except it does not update the RF
and protocol settings. Firmware version "01.00" and 01.F0" are equal from a functional point of view, but one
overwrites the settings while the other one, with “F”, will not modify RF settings.

SDK version

An SDK is bound to a certain firmware version. Make sure to use the right SDK version for the firmware version.
An SDK upgrade is necessary if a firmware upgrade is made. Or the firmware is upgraded to the firmware
version within the SDK.

This guarantees that the compiled application is running on the target firmware version, see Table 4.
NFC Cockpit version

The NFC Cockpit application binary (.bin), within the installation folder of the NFC Cockpit, is compiled for a
certain firmware version.

Make sure to flash the correct NFC Cockpit application according to your firmware version.
Firmware backward compatibility

A firmware's backwards compatibility is not guaranteed. While a backward compatibility within minor versions is
given (02.02 — 02.00), this is unlikely for major version changes (02.00 — 01.00).

Before performing a firmware update, check the release notes.
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FW version SDK version Comment

01.00/01.FO 2.12.1 Standard firmware on C100!" ICs. DWL_REQ pin necessary to enter into the
bootloader.

02.00/02.FO 2.12.3 Standard firmware on C101 ICs. DWL_REQ pin not necessary. Pin-less download
active as default.

02.01/02.F1 212.4 Firmware officially withdrawn due to backward compatibility issues.

02.02/02.F2 2125 Minor bug fixes. Backward-compatible to FW v02.00.

2.15.000 New SDK structure to support VSC. Same content as v2.12.5

02.03/02.F3 2.15.002 See release notes of the SDK.

02.05/02.F5 2.15.003 See release notes of the SDK.

02.06 / 02.F6 2.15.004 See release notes of the SDK.

[11 C100/C101 being the part numbers of the PN7642.

Firmware release notes
See RN00257 for the latest PN7642 firmware release notes.

5.1 Firmware update

How to perform a firmware update of the NXP firmware and user application space is explained in ref.[8].

AN13134
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6 PN7642 registers and EEPROM concept

The PN7642 uses internal registers to adapt and optimize the functionality and performance for each of the
supported protocols and data rates dependent on the connected antenna, matching network and receiver path.
It offers an EEPROM, which contains the default settings for all the supported protocols. These settings are
loaded into the registers with the PN76_Sys LoadRfConfiguration(...) method for each supported protocol and
data rate.

The default EEPROM configuration are optimized for the 45 mm x 45 mm antenna of the development
board and can be changed by the user in case a customized antenna and matching network is used. The
load RF configuration method allows initializing multiple registers with an efficient single API call and allows
distinguishing between transmit and receive configurations. Update of the registers relevant for a selected
protocol is done by copying the content of EEPROM addresses to registers. Not all protocols require the
initialization of all or the same registers, the APl "PN76_Sys LoadRfConfiguration(...)" considers this.

Some of these settings must be adapted toward a new antenna design (e.g. the dynamic power control). All
those design-specific settings must be stored in the PN76 family EEPROM to allow a proper functionality.

Some EEPROM configuration data is independent from the used protocols and defines, e.g., the startup
behavior of the PN7642 or the functionality of low-power card detection (LPCD). This configuration data can
also be adapted for optimum performance of the chip.

See AN13925 for further detailed information how to handle the EEPROM configuration.

Note: EEPROM writes must be used with extreme care, due to limited write cycles (100k) and the potential for
corruption if power is lost during the operation! A reset or power loss during an EEPROM write can corrupt the
currently written EEPROM page. If an EEPROM write is performed, make sure that stable power is available
and no reset is performed until the write is complete.

To check on EEPROM and Flash integrity run the APl "PN76_EDL _Get_Integrity NXP_Fw(...)".
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7 Hardware

The PN76 PSP (Product Support Package) builds upon the PNEV7642A board and LPC55S16-EVK board.

For the PN7642, a couple of different board revisions have been available. The latest one is the PNEV7642A
Revision B. Previous boards cannot be bought any longer and are not described in this document.

Table 5. PN76 family boards

Board name Description

PNEV7642A Section 7.1

Rev.B

PNEV7642A The main difference to Rev.B is the CT interface for the TDAEV8035 Arduino Shield, which had an
Rev.A issue. This board is no longer available for customers.

PNEV76FAMA No longer available for customers.

7.1 PNEV7642A Revision B

The PNEV7642A Revision B is easily identified by its large golden ground plane, added to help heat dissipation.
The schematics and layout files of the development board can be found at ref.[20].
The development board assembled of two major components:

* The based board which hosts all the periphery and connectors.
— Schematic: ref.[13]

* The module board which hosts the PN7642 chipset and its minimum required components (See Section 7.2
"PNEV7642MA").

— Schematic: ref.[14]
— The module board can be used for rapid prototyping on a custom PCB.

Figure 12. PNEV7642A Rev.B
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7.1.1 Power supply

The development board can be either powered by the USB connector "J5", or from a power jack at connector
"J9". The default settings use the power jack, which must be also used if the DC-DC is enabled (default).

Note: The PN7642 in default configuration requires an external power supply, i.e. the USB supply does not
provide enough current (in-rush current spikes). If you want to power it via the J5 USB-C connector, make sure
that your USB port can handle the necessary power (up to 1A). With active USB-Hubs, this usually works while
using the ports on a notebook might be insufficient.

The external power supply must be between 5V and 7.5V DC (polarity does not matter), since the board
provides a rectifier and LDO to supply the circuit with 6 V (optional, supply voltage =27.5V), 5V, 3.3V, and 1.8 V.

The DC power input can cover a DC voltage around 7.5 V with a current of at least 1A. The polarity is not a
concern since there is a built-in rectifier. The inrush current of the DC-DC can be up to 1.6 A, when enabling the
RF-Field.

POWER SECTION
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Figure 13. Power section
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7.1.1.1 Power supply selection

To switch the power source, J3 has to be set according to below table.

Table 6. Power selection

Pins Description

1-2 LDO5V

3-2 USB 5 V (default)
4-2 JACK5V-75V

; l

A
\R
f‘l"
@

ALY LINE

LT1529

6Q=5
9377805

Figure 14. Power selection jumper
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7.1.1.2 Power jack

The recommended supply method is via the power jack. Jumper "J8" determines if the power is fed into the 5V
LDO or directly supplied to the board net.

If the connected power supply does not output stable 5 V, the jumper must be set to 1-2 to make use of the
onboard LDO.

Table 7. Input supply jumper setting

Pins connected Description
1-2 External power supply delivers >5 V and is connected to the onboard LDO.
3-2 External power supply delivers exactly 5 V and is directly connected to board net!
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Note: Input supply can be either 5V/1A or higer (Bke 5.8V/1A) as long as U20 is not hot
1 and it could be up to 12V by removing R5 for Arduino ONLY)

D10 has 0.3V drop at 1A (see more from datasheet), check drop before use 5V,

Input Supply: 5.8V/1A (default)

JUMPER (DEFAULT) = 1-2
U8 SiLK = JACK

[s]
510 P5V_JACK iy P5V5_JACK
SILK = JACK T T
3 KSLDB340S TPa Ri2 0 N )
Jg \
SIS ;& RCO0B05_OV @
[ 2 ]VIN- 1 13 2 “ 2 D14
D ca9 | @UI u23 BZX84-C13215
CON_1_PWR D:WS.BTM501 S 32 2T BLXB4ANG
SILK = PWR-IN 4 Q ~ oK -
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Figure 16. PNEV7642A development power jack schematic

7.1.2 Debug interfaces

The board offers two options of debugging interfaces, JTAG/SWD and the onboard OpenSDA. They are mutual
exclusive. Hardware changes have to be made to switch from one to the other.

Per default, the JTAG/SWD interface (Section 7.1.2.1) for an external debugger is active.
How to switch to the onboard OpenSDA see ref.[11].

7.1.2.1 JTAG/SWD interface

The PN76 controller can be programmed via an SWD interface, which is exposed as J21 "NFC-Debug" on the
PNEV7642A board. To access the SWD interface, J17 has to be set to 2-3 (default).

To switch from SWD to JTAG pins 1-2 and 3-4 need to be closed. See Table 8.

The current SDK is built to use a SEGGER J-Link, MCU-Link, or a LPC-Link2. Those external debuggers are
connected to J21 with a ribbon cable. In case you use a SEGGER J-Link make sure to have installed the latest
SDK (>V7.84).

Table 8. J17 Interface jumper setting

Pins connected Description

1-2 JTAG Interface

2-3 SWD Interface (recommended)

3-4 JTAG Interface
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Figure 17. Debug interface PNEV76FAMA and PNEV6742A
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Figure 18. Debug interface schematic
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7.1.2.2 OpenSDA interface

The PNEV7642A hosts a OpenSDA interface on the bottom-left corner. OpenSDA is an open-standard serial
and debug adapter. It bridges serial- and debug communications between a USB host and an embedded target
processor. J27 is the USB-C connector for OpenSDA while J29 is the JTAG interface for the microcontroller
running the OpenSDA software.

By default, OpenSDA is not enabled. Refer to AN13898 — OpenSDA on PN76 development boards for more
information.
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Figure 19. OpenSDA connectors
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7.1.3 Antenna

The default antenna is a 45 mm x 45 mm antenna with some metal layer inside the antenna area. This antenna
is not an optimum antenna as such, but intends to demonstrate the performance and register settings of the
PN7642 under typical design constraints like LCD or some metal (e.g., PCB) inside the antenna area. The
default settings provide an EMVCO 3.0 L1 analog compliance under the assumption that the antenna surface is
a few mm above the antenna PCP.

The antenna connection uses the standard tuning circuit. The EMC filter is designed with a cut-off frequency of
fEMC = 14.25 MHz, and the antenna impedance is tuned to Z = 15...16 Q.
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Figure 20. Antenna schematic
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7.1.4 Jumper settings

The following chapters describe the most important jumpers for your daily debugging. For more information
about other jumpers, consolidate the schematics of the base board ref.[13].

7.1.4.1 Host interface selection

On this board, the HIF (host interface) can be chosen by three red switches. Those act either as pullup or
pulldown with 10 kOhm toward the signal IOREF or GND.

The switches are not grouped together but spread over the board (SW7 near power jack, SW5 and SW6 near
OpenSDA).
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Y R83 7 Re2 ® R55
22K - 22K 22K
< ¢
swe p, 1 1 ] sws 1 [ swr
L2 2, 2 .
SwW sPDT _ 3 3 _ SWSPDT 3 SwSPDT
SWITCH (DEFAULT) = 1-2 SWITCH (DEFAULT) = 2-3 SWITCH (DEFAULT) = 2-3
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R R8¢, A NOK ||| RN ALK |||
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8 1
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Figure 21. PNEV7642A HIF selection switches schematic
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Following table defines the chosen host-interface. Where the value "0" represents a Low signal (GND) and "1" a
high signal ("IOREF").

Table 9. PNEV7642A HIF selection

Interface HOSTSEL2 (SW7) HOSTSEL1 (SW5) HOSTSELO (SW6)
12C 0 0 0
SPI (default) 0 0 1
UART 0 1 0
13C 0 1 1
USB 1 0 0
SPI 1 0 1
USB 1 1 0
USB 1 1 1

Note: There are multiple options for USB. It does not matter which one is taken. Ultimately the signal to the
controller is the same.

7.1.4.1.1 Floating inputs on level shifters

As seen in Figure 21, there are two level shifters, U38 and U39 (74LVCH2T45DC), also connected to the lines.
Those level shifters ensure that whatever voltage the Arduino Leader (connected on the bottom, PN7642 is the
follower) device has, is translated to the actual working voltage of the PN7642 board.

Unfortunately, without an Arduino Leader/Controller, the inputs of those two chips are floating. This can lead
to unwanted behavior. If the floating input is detected as low, the chip drives the output 1A/2A as low. This can
interfere with the chosen settings of the red switches (SW5, SW6, and SW7), especially in a USB case, where
SWY7 has to be high.

7.1.4.2 1/0 Reference (J23)

By default, IOREF (J23) is not connected and this represents the "standalone mode" of the board (no Arduino
controller installed - like the LPC55S16 board).

» Standalone: Not populated.
* Follower: Populated on 1-2.

— This is the case, if a host is installed. E.g., using the LPC55S16 as host.
* Leader: Populated on 2-3.

— In case you have an arduino shield on top. Like the TDAEV8035 board.
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7.1.4.3 LED control J63 and J64

J63 and J64 control the lines to the LEDs. If connected, the LEDs are controlled by the Arduino controller
interface. If the PNEV76FAMA, or PNEV7642A Rev-B, is used in standalone mode, disconnect those two

jumpers to use the onboard LEDs.

Figure 22. LED Control J63 J64
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7.2 PNEV7642MA

The development board includes a small rectangle module board which hosts the PN7642 chip. This module
implements all relevant components required to operate the PN7642, including crystal, DC/DC, blocking
capacitors and the main part of the EMC filters.

The thin multilayer PCB allows the soldering on low-end PCBs, lowering the overall system cost and serving as
an example of how PCB routing and component placing can be done for the PN7642 in commercial designs.
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Figure 23. PNEV7642MA

The module board shown in Figure 23 is according to schematic file "spf-54814_a1".

DCDC disabled: On this module board, the DC-DC is disabled. R4, C29, and C13 are not populated (see
Figure 24). VUP is connected to P5V_BRD through "J1" of the development board.
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7.3 LPC55S16 host MCU

The default host controller for the PN76 SDK is the NXP LPC55S16. It is an Arm Cortex-M33 architecture MCU
with built-in advanced security features. The examples (Host Software) are preconfigured to be run on the
LPC55S16-EVK, which plugs in on the bottom side (Arduino controller) of the PNEV7642A Rev-B development
board.

Development board link: ref.[15]
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Figure 25. LPC55S16-EVK top view
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7.3.1 USB connections

The LPC55S16-EVK is used within the PSP as a host microcontroller to showcase the host interface
functionality of the PN7642 as well as updating the PN7642 firmware. The LPC55S16-EVK board does not
need an external debugger as it has an LPC-Link2 onboard.

For any example within the PSP, which needs communication to the PC the High-speed USB connection on J4
(green square) is used.

The LPC-Link2 can be used by connecting a micro-USB cable to J1 (red square).

-9 i ‘f"l c

C11 c1o

Figure 26. USB connectors

An external power supply on J2 is not necessary as the PNEV7642A development board shall be supplied with
an external power supply.

For further information about the LPC55S16-EVK, checkout the website of NXP: https://www.nxp.com/
design/:LPC55S16-EVK.

7.4 Connecting the LPC55 with the PNEV76 development board

Some of the PN7642 PSP examples require the LPC55S16-EVK as host MCU. One of them is the firmware
download example, which is used to update the PN7642 firmware. For this, we have to stack the PNEV7642A
Rev-B development board on top of the LPC55S16-EVK board.

Align Pin.1 of J36 of the PNEV7642A Rev-B development board with Pin.1 of J9 of the LPC55 board. The last 4
pins, 17 - 20, of J12 of the LPC board are not connected. As well as pin 1-4 of J10 stay unconnected.

The green-marked area in Figure 27 is to be connected with the PN76 board while the red area stays
unconnected.
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Figure 27. LPC55 arduino alignment

The following pictures help to understand how to align the PNEV7642A Rev-B development board on top of the
LPC55S16-EVK.

AN13134 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 3.1 — 4 June 2025 Document feedback
29/69



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN13134

NXP Semiconductors AN13134

PN76 family evaluation board quick start guide

Figure 28. Alignment J9
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Figure 30. Stacked PNEV76FAMA on LPC55S16-EVK
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7.5 TDAEV8035

The TDAB8O035 is a contacted card reader. It supports class A (5 V), class B (3 V), and class C (1.8 V) and a
single contacted card. For the PN7642 development boards, a TDAEV8035 board is available which plugs-in on
top of it, as Arduino follower. It hosts two TDA8035 chips and supports two contacted cards.

Two of the TDAEV8035 boards can be plugged on each other to host a maximum of 4 TDA8035 chips in
parallel.

- —

@ 3"
_-_TP193-L JSMI—-

Figure 31. TDAEV8035
All CT examples of the MCUXpresso SDK require at least one TDAEV8035 to be connected.
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7.5.1 Stacking of boards

The TDAEV8035 is plugged in on top of the PNEV76 development boards (connector "Arduino follower").
J3-1 of TDAEV8035 is aligned with J46-1 of PNEV7642A. The rest falls into place correctly.

Table 10. TDAEV8035 to PNEV7642A alignment

TDAEV8035 PNEV7642A
J3 aligned with J46
J4 aligned with J49
J5 aligned with J51
J2 aligned with Ja7
not connected J48
not connected J50

TOKEVEO IS

Figure 32. TDAEV8035 on PNEV7642A

7.5.2 Jumper settings

To make the TDAEV8035 board functional, some jumpers on the PNEV7642A board must be set.

Table 11. Jumper settings

Jumper Note

J59 - "CT" Found in the top-right corner. A 2x6 jumper array where 1-2,
3-4, and 5-6 have to be connected.

J23 - "IOREF" Must be set to leader configuration (2-3 connected).
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7.6 Setup without DC-DC

A typical use of the PN7642 includes the DC-DC, which then is controlled automatically by the DPC (dynamic
power control). This controlled DC-DC provides the optimum input for the TxLDO, resulting in minimal loses, i.e.
the minimal self-heating.

For some use-cases, such as the ULPCD (Ultra Low-Power Card Detection), the DC-DC cannot be used. For
this some settings must be considered.

7.6.1 TxLDO voltage drop

When the DC-DC is not used, the self-heating must be checked carefully. Especially, if the VUP is supplied
externally with levels higher than VBAT. The TxLDO losses can increase a lot, if the DPC reduces the VDDPA.

To avoid overheating, the firmware uses a maximum limit of the TxLDO voltage drop, which is set in the
EEPROM setting DPC_TXLDO_MAX_DROPOUT. When this voltage drop is reached, the DPC does not further
reduce the VDDPA.

For the default value and register description, see ref.[1].

Example: The VUP is externally supplied with 5.5V and DPC_TXLDO_MAX_DROPOUT is configured to 3.6 V.
Then the VDDPA cannot be lower than 1.9 V.

Caution: Be careful when increasing the DPC_TXLDO_MAX_DROPOUT. This might overheat the PN7642 in
some corner case operation.

7.6.2 Maximum VDDPA
The maximum VDDPA shall only be set to a value of "VUP - 300 mV", if the TXLDO is used.

A typical use case might be the operation without DC-DC, but with TxLDO being used, as, for example, for
ULPCD. The VBAT = VUP drives the TxLDO, which provides the VDDPA.

Example: The VBAT is 5.0 V, as a result the maximum VDDPA (set in TXLDO_VDDPA_MAX_ RDR) shall not
be higher than 0x20 — VDDPAmax = 4.7 V.
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8 Software

All PN7642 relevant software can be found on nxp.com.

This list is an overview of existing software packages, their purpose, and required environment. How to obtain
and work with the different packages is explained in later chapters of this document. Always check for the
correct version of your SDK package. As different firmware versions of the PN7642 need different SDK versions
(or changes within them).

The latest versions are found online. See Section 5 for the version compatibility.

Table 12. PN7642 SDK overview

Name Description Environment and equipment
required
PN7642 MCUXpresso SDK This software package contains the MCUXpresso v11.6.1 (or later)

MCUXpresso SDK, which offers a fast
variety of examples with the known
workflow of any other MCUXpresso
SDK.

PN7642 Keil SDK An SDK for the Keil IDE with a fast
variety of examples.

PN76 VCOM FW User application, which implements the |MCUXpresso v11.6.1. (or later)
NFC Cockpit counterpart.

Table 13. PN7642 complementary software

Name Description Environment and equipment
required
Host Crypto Scripts Containing scripts to encrypted Python

customer application firmware and
generate key material for the secured
key store provisioning.

Table 14. LPC55S16 host software overview

Name Description Environment and equipment
required
LPC55S16 Host Software Containing the LPC55S16 host LPC55S16-EVK

software examples such as the secure
firmware download example to update
the PN7642 firmware as well as Host-
Interface examples. This software
package runs on the LPC55S16
counterpart of the PN7642.
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8.1 MCUXpresso SDK

MCUXpresso homepage: ref.[16

The PN7642 MCUXpresso SDK is a full-integrated SDK, which supports not just software examples but also the
configuration tool. The SDK itself has to be downloaded from the NXP website and installed manually. It is not
listed in the SDK manager of MCUXpresso.

The installation of the SDK is described in: Section 9.1.1.2 "Install SDK"
The SDK offers many examples designed for the PNEV7642A development board:

Mame

ccid_examples
component_sxamples
ct_examples
demeo_apps
driver_examples
mbedtls_examples
nfc_examples
rtos_examples

Oooogoog
008 000 000 000 000 000 008 000 00

ush_examples

Figure 33. SDK examples

How to import and build examples is described in: Section 9.1.2 "Import SDK example"
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8.2 Host software (LPC55S16)

The host software package holds examples to be used with the LPC55S16 and MCUXpresso, to interact with
the PN7642. For this, the PN7642 has to be connected with the LPC55 as explained in Section 7.4.

The host software can be downloaded on nxp.com at PN7642 software: ref.[17]

8.2.1 Import projects

Download and extract the software package. Create a separate folder for the MCUXpresso workspace and
open MCUXpresso using this folder as the workspace.

Choose import existing projects and make sure not to check "copy into workspace" by doing so.

In case you have not installed the LPC55S16 SDK in MCUXpresso previously, you have to do so now as itis a
prerequisite to work with this software package. The installation is done via the SDK wizard on the bottom right.
Click "Install New plug-in SDKs".

e Info E Debugger C... =, Offline Penp... = 0 0 Memory 32 x=H

=R @<}| [ Menitors
N

Install New Plugin SDKs |

1 the 'Inctalled SNEe" vicwe [Tammnn 'moovnrecen’ fnlderl

Figure 34. Install new plug-in button

Filter for "55S16" (as the actual SDK board is not called LPC55S16 filtering for this term will not give you any
results) and chose the "lpcxpresso55s16" board. Click "Install" at the bottom.

Boards . Processors

Board SDK Wersion Package

2.11.0 LPC35516JBD100

lpcxpresso33sle SDK_2x_LPCXpress..

Figure 35. Choose LPC55S16 board

Having the projects imported and the SDK installed, the workspace is ready to run the host utils examples.

i Project Explorer 53 il Registers % Faults 2, Perip

B S

T_.~_—E- DAL

== DownleadLibEx1 (in LPC553516) <Debug_LPC55s16=
== HifEx_Counterpart (in mcuxpresso)

=5 LPC55516_Lib (in LPC55516)

== SecureDownloadLib (in LPC55:18)

T_,~_—“? SKM_Lib (in LPC55:16)

== SKM_Lkility (in LPC55516)

Figure 36. Project explorer
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8.2.2 Secure firmware download

The secure firmware download example "DownloadEx1" is updating the PN7642 NXP secure firmware. In this
chapter, it is explained how to change, and run the example in your environment.

Prerequisite: You must have a firmware file (.esfwu), which can be downloaded at Secure Files on NXP.com.

On the PNEV76FAMA board: Check USB_VBUS_J6 regarding the correct VBUS setting. As this example
uses SPI/I2C host interface and not USB.

On the PNEV7642A Rev-B board: no actions to be taken.

8.2.2.1 Edit firmware location

At the top of the main file of DownloadEx1, the path to the firmware files is defined. This has to be changed to
meet the individual path. For this example, a folder at the root of "C:" with the name "FW_Download" has been
created, in which the downloaded .esfwu firmware file has been copied.

Users can either rename the firmware file to match the definition in the example or edit the definition in the
example to match the firmware files name. The latter has the benefit of not losing important information in the
name, such as the version, which can be useful if users have to repeat the update process later and might have
forgotten what firmware file was previously used.

In this example, the path has been changed to match the firmware filename:

53_ :I.':-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::.: IlnF':'RT.l:'”T :-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::-::|.'
.59 /* Specify the full Absolute File path for the Encrypted FW binary, to be downleaded */
i 68 #define FIRMWARE FILE PATH "C:\\WFIW_Folder\\pn7648 wvel.281.81 prod.esfwu”

6l

62

Figure 37. Firmware file path editing

Figure 38. Firmware file path editing, new

For updating the PN7642 firmware, the macro "FIRMWARE_FILE_PATH" has to match the location of the NXP
secure firmware file.

Pay special attention to using a double backslash as a single backslash is marking a special character.

Note: Depending on the Host Software package and its version the naming can be slightly different.

8.2.2.2 Run firmware update

By running the example, there are several options printed in the console to chose from.
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FEREXEEEE Secure Firmware Update ¥*¥¥®sss

Select the Option
- Enter 1 for FW Version.
- Enter 2 to Get DielD.

- Enter 3 to perform SOFT RESET.
- Enter 4 to CheckSessionState.

- Enter 5 for Secure Firmware Update
- Enter & for Non-Secure Firmware Update

Select Option:
(For MCUXpresso, you may have to press many enter keys after your input)

Figure 39. Firmware update options

Choosing the first option reads out the current firmware version of the PN7642. It is also a good check to see if
the connection is working properly.

{For MCUXpresso, you may have to press many enter keys after your input)l
Optiocn 1 selected

GetFirmwareVersion func

Secure Fl wver 1.8

Non Secure FW ver @ 8.8

Figure 40. Read firmware version

» Secure FW ver: represents the NXP firmware version on the PN7642
* Non Secure FW ver: can be assigned by updating the user application space via download mode.

The connected PN7642 is running firmware version v01.00. If the path to the firmware file is correct and the
firmware file itself is valid, running option 5 "Secure firmware update" starts the update process.

Select Option:

{For MCUXpresso, you may have to press many enter keys after your input)s
Opticn 5 selected

Secure Firmware upload func

Please Wait..

Warning : Trying teo either Downgrade or load same Fw

Current

Majorversion = 1 bMinorVersicn = @

updating to

MajorVersion = 1 bMinorVersion = 1

EEE L e e e L e L L e L L L L LR L LR R R e e e

Successful firmware upload

Figure 41. Update firmware version

The update may take a while. At the end, a successful update is indicated by the prompt of "Successful
firmware upload". To verify, a read firmware version can be executed once more.
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9 Development environment

MCUXpresso version 11.6.0 (or later) is supporting the PN7642.

Table 15. List of SW tools for Windows environment using MCUXpresso IDE

Tool Recommended minimum Version
MCUXpresso IDE Version 11.6.0 or later.
Debugger/Programmer SEGGER J-Link v7.8 (and later), MCU-Link, or LPC-Link2

9.1 MCUXpresso environment

The PN7642 MCUXpresso SDK is a full-integrated SDK, which supports not just software examples but also the
configuration tool. The SDK itself has to be downloaded from the NXP website and installed manually. It is not
listed in the SDK manager of MCUXpresso.

The installation of the SDK is described in Section 9.1.1.2 "Install SDK".

The SDK offers many examples designed for the PNEV7642A development board:

9.1.1 MCUXpresso IDE

The latest version of MCUXpresso can be downloaded from the NXP website at: https://www.nxp.com/design/
software/development-software/mcuxpresso-software-and-tools-/mcuxpresso-integrated-development-
environment-ide:MCUXpresso-IDE

This chapter describes how to import and install the PN76 SDK into MCUXpresso. How to import examples
from the SDK as well as flashing and debugging those. For additional information, look into the MCUXpresso
documentation available on the MCUXpresso website.

9.1.1.1 Install IDE

MCUXpresso is available for Windows, Linux, and MacOS. Follow the installation instruction of your operation
system. The installation of MCUXpresso is not described further in this document. If you encounter issues or
have questions about the MCUXpresso installation, consult the MCUXpresso user manual and website.
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9.1.1.2 Install SDK

1. Make sure that you have either downloaded the PN7642 SDK from the nxp website or received it from an
NXP official.

2. Close the "Welcome page" of MCUXpresso.

Go to the "Installed SDKs" tab on the bottom. In the following picture, multiple SDKs are already installed

(highlighted in red). The following installaiton procedure does not change on depending on SDKs previously
installed.

. workspace - MCUXpresso IDE

- [m| X
File Edit Mavigate Search Project ConfigTools Run  RTOS  Analysis Window Help

il | ® - % - E-S NEE RN R el P as iBiw | BN SRl ERDRR
Si@e i D| Q i®|K
Byp 2 MR AFF P = O

g

L = O &= Outline 33 (x)=Global Variables = O

BS 7 |0~ Hlemt
There are no projects in your workspace. SDK Details
To add a project:

Mo 50K selected

. Create a new MCUXpresso [DE C/C+
+ project.

- Import examples from SDK.

ﬁ Create a project...

£ Import projects...

() Qui.. 32 (®=Van.. % Bre.. = EI @ns.. 2 EPro. [f Pro.. BCon. @Ter. [ Im.. GADeb.. Z Offi.. = O M.. % (x=H.. = g

@on|E |8 B
. MCUXpresso IDE - Quick f| @ Installed SDKs Ly

-
N ) Mo project selected

000,

To install an 50K, simply drag and drop an SDK (zip file/folder) into the 'Installed SDKs' view. [Common 'm
+ Create or import a project

Installed 5DKs “._Available Boards | Available Devices
. New project... Mame SDK Version Manifest Version Location
)
/8l ® Import SDK example(s)... 2 SDK_2x_MKB2FN25Go 15 260 35.0 B \SDK_2.6.0_h
® Import project(s) from file sys P ESDK 2.x TWR-KBTF150M 250 340 [ WSDK 2,5.0.T
+ Build your project =
£ > £ >

i ) workspace

5
Figure 42. Installed SDKs tab

4. Drag and drop the PN7642 SDK file "PN7642_MCUXpresso_SDK_.... .zip" into the "Installed SDKs" tab.

You most probably get asked if you allow installation by drag and drop. Press OK to proceed with the
installation.
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5. After a successful installation, the SDK will be listed in your 'Installed SDKs' tab. Where you can see the
name, SDK Version and other information.

[ Ins.. 2 [Pro.. [®] Pro.. Bl Co.. B Ter.. |gjIm.. GDeb.. & Offli. = O
o &I

D Installed SDKs

T install an 50K, simply drag and drop an 50K (zip file/folder) into the 'Installed SDKs' view, [Commor
Installed SDKs . Available Boards | Available Devices

Mame SDE Version Manifest Version Location
£ SDK_2.x TWR-K21F150M 2.5.0 3.4.0 = WSOK_2.5
HHSDK_2.x_board PMEVTEFAMAT 2,10.0 3.8.0 .@' <Common>‘board_P
£
£ >

Figure 43. Installed PN76 SDK
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9.1.2 Import SDK example

After the successful SDK installation, you can import examples from it by clicking "Import SDK example(s)..." in
the Quickstart panel or by clicking "Import examples from SDK." in the Project Explorer.

File Edit Mavigate 5Search Project ConfigTools Run
- SRR S TR

- - ¥ } - v| -

5 Proje.. 22 il Regis.. #pFaults 2, Perp.. = O
BES Y| ® % W~ 3

There are no projects in your workspace.
Tz add a project:

[ Import projects...

() Quickstart... &7 (xi=Variables ®g Breakpoin.. — O

L)
MCUXpresso IDE - Quickstart Panel
izE | Mo project selected

= Create or import a project

3- .
J .ImpcrtSDKexample{s]...

+ Build your project

[ O JRS

Figure 44. Import SDK Examples

In the following window, the installed SDKs are listed. Choose PN76 — PN7642, and click on the board image.
The button "Next >" is now available. Press "Next >" to see a list of available examples.
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- - A
. Board and/or Device selection page
« SDK MCUs @ Available boards
MCUs from installed SDKs, Please Please select an available board for your project.

click above or visit ) | Supported boards for device: PNTE42
mcuxpresso.nxp.com to obtain

additional SDEE. A E ]
MXP PHTE42
K8x
LPC551x_51x
PMNTE
PMTE42

3 pnevied2fama

4
@ < Back Finish Cancel
x

Figure 45. Choose PN76 SDK

Choose the specific examples which suits your needs. For the instructions shown in Section 9.1.3, the
'led_blinky' example is used.
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(¥ sDK Import Wizard O *®

(1, The source from the SDK will be copied into the workspace. If you want to use linked files, please unzip the x \E

'SDK_2x_board_PMNEVTEFAMA' SDE,

. Import projects =

Project name prefix: | pnevitfama ¥ | Project name suffix:

Use default location

Location: | CAUsersinxf51451\Documents\MCUXpressolDE_11.4.1_6260\workspace\pneviafama Browse...

Project Type Project Options

SDK Debug Console () Semihost (@ UART  Example default
Copy sources

[ Import other files

(®) C Project C++ Project C Static Library C++ Static Library

]

Examples E\;ﬂ| i EV*| =

| type to filter |

Mame Description Version
v @] £ demo_apps
[0 = eeprom_data_download EEPROM DataDownload Example demonstrates usage of SYS Ee..
O = helle_werld The HelleWerld dema prints the "Hello Werld" string to the ter..,
= led_blinky The LED Blinky demo application provides a sanity check for the...
[ £ driver_examples
[] £ mbedtls_examples
[1 E nfc_examples
[ E rtos_examples
v

® = Back Mext = Cancel

Figure 46. Import example

Note: By default, "UART" is selected at the Project Options, which is the SEGGER RTT UART. If you want to
have the serial output in the MCUXpresso console, check "Semihost” instead of "UART".

By clicking "Finish" after choosing the example you want to import, it appears in your Project Explorer.
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9.1.3 Build example

Note: For the example shown in this section, the 'led_blinky' example is used.
Every example has two build configurations, "Debug" and "Release".

The two build configurations serve different purpose. While "Release" is targeted to run standalone on the
MCU and optimized in size for the option, "Debug" will disable optimization and also enable (via Preprocessor
defines) the debug output. For development and debugging purpose, we recommend to chose "Debug". This
ensures that stepping through the code will not result in optimized out jumps and hard to follow program flows.

Make sure to build your project in "Release" if you let it run without a debugger connected. Else it can result in
unwanted, unpredictable behavior or even hard faults.

To build the project in the desired preconfigured option, choose either or at the build button at top:

' workspace - pneviEfama_led_blinky/sourcefled_blinky.c - MCUXpresso IDE

File Edit Source . — . _ B Tocls Run RTOS  Apalysis Window H
Ju ] AN - % B O-QA-® V- ARE 1
v v ¥ 1Debug (Debug build)

B Proje... 52 108 Rl 2 Release (Release build) E d_blinky.c 52

B

c . S 2 * Copyright 2019 NXP
ngivlﬁfam;_léd_hlmk}r Debug 3 * All rights reserved.
roject settings A
[l Includes 5  * SPDX-License-Identifier: BSD-3-
2 CMSIS 6 */
2 board 7 #::anlude ::'F?l_gpin.n"
B device 8 #include "pin_mux.h
i 9 #include "clock config.h™
(2 drivers 18 #include "board.h"
(S rit 11
e B source _2_ ._."= ....... T I I I I I T I T T TITITTIETY
@ |Ed_b||nk}rlc _-:: :'::':Ei:"F::J'-::r'-:i-:::::J'-::i:"-:i:'::'::'::'::'::'::'::'::'::'::'::'::'::'::'::'::'::'::'::'
€] semihost_hardfault.c 15 #define DEMO_LED GPIO PIN kGPIO GF
2 startup 16
[E_ utilities 175 fFErEErRErrErrEErRErRRrEREERREREELL:
= doc 158 =
19
28
2_ = ._."= ...... rde ek ke ke ke ke ke
22 * Variables
03 %
\.J QUiCkStartln E:E |:¥:|= Ili'rariables Gﬁ BI‘EEICDIDiI'i... = E A wmlatiTla nim+E2? + o cwctirbkbCrnntar

Figure 47. Build example

You can also choose the active build configuration by right-click on the project — Build Configurations — Set
Active — Debug/Release.

After the build has finished, you will see 'Build Finished ..." in the console.
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(] Install... [ Proper... [®] Proble.. Bl Console 2 B Terminal |z} Imag... [} Debug.. 7 Offline.. =

arm-none-eabi-size “pnev76fama_led_blinky.axf"; # arm-none-eabi-objcopy -v -0 binary “pnevief
text data bss dec hex filename

3088 4 2764 6743 lasc pnev7&fama_led blinky.axf

17:15:58 Build Finished. @ errors, 8 warnings. (toock 4s5.158ms)

£

Figure 48. Build finished successful

B
X| LTS HFHE-EE B3~
COT Build Conscle [pnevitfama_led_blinky]
make --no-print-directory post-build P
Performing post-build steps

Now, you can either flash or debug the build project.

9.1.3.1 Flash example

If you build your example in "Release" configuration, you can now flash it with the GUI Flash Tool by clicking the

"GUI Flash Tool" button at the top toolbar:

s Window Help

bl @22 RSBHAD L G % T H-JO- QU I® !

) utline 2 (%)= Global Vanable
~ :
p
ard

21 fsl_gpic.h
Figure 49. GUI Flash Tool button

MCUXpresso searches available programmers like a LPC-Link2 or SEGGER J-Link now. In case multiple

probes are detected, choose the one connected to the NFC-Debug port on the PNEV7642A Rev-B
development board and click "OK".
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. Probes discovered O

Connect to target: PN7842
1 probe found. Select the probe to use:

Available attached probes

Mame Serial.. Type Manufacturer |1DE Debug M

:ﬂ J-Link 5030.. USB SEGGER All-5top
N

| €

Supperted Probes (tick/untick to enable/disable)
MCUXpresso IDE LinkServer (inc. CMS5I5-DAP] probes
P&E Micro probes

SEGGER J-Link probes

Probe search options

Search again

Remermber my selection (for this L

®@

enfiguraticn)

Cancel

Figure 50. Choose available probes
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The GUI Flash Tool now lists several Options how, with and where to program the flash space of the PN76. It
should be preconfigured and you do not have to change anything. Click "Run..." at the bottom to start flashing
the PN76.

GUI Flash Tool for:
SEGGER J-Link probes
Program executable into flash pnev7642fama_led blinky.axf

Target: PNTE42

Options
Probe specific options

Interface | SWD | Speed | 4000 ~

Target Operations
Select the target flash operation to perform

Program “__Era sew

Options
Select the options to apply

File to program n| race_lochpnevitd2fama_led_blinky\Release\pnev7tdZfama_led_blinky.axf - | Workspace... | File System...

Format to use for programming @ hex (O bin

Baze Address (e 208000

[] Reset target on execution (] Halt target on execution

General Options

Flash programming tool options

Additional options |

[JRepeat on completion [ ] Preview command [#] Clear console

Cancel

Figure 51. Flash application

In case you want to flash another application you build you can do so by browsing to the .hex or .bin file at (see
"1"). The base address (see "2") is the start address of the user application space and shall not be changed.

Press "Run..." (see "3") to start the programming.

AN13134 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 3.1 — 4 June 2025 Document feedback
50/69



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN13134

NXP Semiconductors AN13134

PN76 family evaluation board quick start guide

_ﬁ Programming flash...

. Program executable into flash pneviefama_led_blinky.axf =4

.

Operaticn completed!
W' Seeflash programming tool console for more details,

I TROTT T mngl TaTTar I | =OTTOCT | | ELagrr T |
- -
Figure 52. Flash successful
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9.1.3.2 Debug example

If you build your example in "Debug" configuration, start debugging by clicking "Start debugging..." in the top
toolbar.

Help
R

= B 5= Qutline i (x= Global Vanables
Figure 53. Start debugging

After the application has been flashed, the debugger halts automatically at the first line in the main() function.

With the buttons in the toolbar, you can step through the program or let it run freely by pressing "Resume (F8)".

. waorkspace - pnev7tfama_led_blinky/source/led_blinky.c - MCUXpresso IDE
File Edit Scurce Refactor Mavigate Search i YA - Analysis  Window  Help
i~ | B~ &~ 2 BNz cfE bl @RS B HiLd e -%
P - - =T ~|
F5Pro.. 2 WiRe. H%Fa. E Per. = O 3§ Debug 2 = i &8 = B
=) <§> '1_-(‘ | T d><p | . > "ﬂ pnevitfama_led_blinky JLink Debug [GDE SEGGER Interface Debugging]
w =% pnevTtfama_led_blinky <Debug> v pnevitfama_led_blinky.axf
€ Project Settings ~ o Thread #1 57005 (Suspended : Breakpoint]
#¥ Binaries = main() at led_blinky.c:53 (x2182c2
[l Includes s arm-none-eabi-gdb (10.1,90.20201028)
= CMSIS
(2 board [€ led_blinky.c &2 = O
2 device 478 /! &
8 drivers 43  * (@brief Main function
g */
5 it 2= int main(void)
v [ source 14
[ led_blinky.c 2 /* Board pin init */
[€ semihost_hardfault.c 3 gpio_pin_config t gpioConfig = {
2 startu 4 .pinDirection = kGPIO_DigitalOutput,
o .p 5 .outputlogic =1,
2 utilities 6 1
== Debug 7
= Release 8 BOARD InitBootPins();
= doc 9 BOARD_InitBootClocks();
ﬂ pnevitfama_led_blinky JLink Debug.launch 2 BOARD_InitDebugConsole();
= seriptjlink 2 GPIO_PinInit(DEMO_LED_GPIO_PIN, &gpioConfig); y
3
£ >
Figure 54. Debug toolbar
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To run an application standalone on the chip, it must be compiled in the release. To flash applications in mass-
storage mode, you need a binary file. In case the binary (.bin) file is not generated automatically, you can do it

manually by doing following:

1. Build your target application in release.
2. Open release folder in MCUXpresso.
3. Right-click on the *.axf file.
4. Choose 'Binary Utilities' — 'Create binary' in the menu.
5. The .bin should appear.
= uunuies
:ﬁ‘;: pnevitfama_NfcrdlibEx1_Discoveryloop_Freertos_Full.axf - New * . TCFRONTEND
| & makefile Open lReg_Init(&sBalParams, sizeof
| & objects.mk ) tatus);
4 pnevTefama_NfcrdlibEx1_Discoveryloop_Freertos_Full_Rele Showli BIEShItANE: 10at 2<palp
A pnevitfama_NfcrdlibEx1_Discoveryloop_Freertos_Full_Rele Open With * ataparams ; p;N:cLi;a';Z;:Co
Ak pnevitfama_NfordlibEx1_Discoveryloop_Freertos_Full_Rele Show in Local Terminal * BTATUS (dwStatus); -
pnevTtfama_NferdlibEx1_Discoveryloop_Freertos_Full.map
Copy Ctrl+C
| @ sources.mk ) N
= doc Paste Ctrl+V Library */
% Delet - UfcLib Init();
Elete EIEle  STATUS(dwstatus);
Move... = PH_NFCLIB_STATUS_SUCCESS)
< Rename... F2
|} Quickstart Panel X (x)=Variables ®g Breakpoints =1 Import. __ Problems Bl Conscle ‘\;'J Ter
B iy Export.
MCUXpresso IDE - Quickstart Panel : -
- - X i i dlibEx1_DiscoverylLoop_Freertos_Full]
\_we | Project: pnev7efara_NfcrdlibEx1_Discoveryloop_Freertos_Full Build Project 1
v Create or import a project e i \NferdlibExl DiscoverylLoop Fr
. Run A b
o= B8 New project.. O FRunks -L*C:\Work\@1_PN76\temp\pnev
#® Import SDK example(s)... %5 Debug As * §ize Region Size ¥age Used
® Import project(s) from file system... Profile As y 36 B 128 KB 48.25%
- @B 208 KB 78.70%
~ Build your project Profiling Tools > b GB 2368 B 0. 08%
Utilities v pev7efama_NfcrdlibExl Discove
Build
?CI Binary Utilities » Create hex
ean
Tools » Create binary m P.
+ Debug your project LSIRd E Validate Create S-Record
P VA ‘%“}‘ Run C/C++ Code Analysis Disassemble
Figure 55. MCUXpresso bin generation
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10 NFC Cockpit

NFC Cockpit is an intuitive graphical user interface that lets you configure and adapt IC settings without writing
a single line of software code. From version v07.01.00 onwards, the PN7642 is supported as well. You can
download the NFC Cockpit at the official NXP website (see ref.[18]).

This chapter describes how to configure, set up, and use the NFC Cockpit with the PNEV7642A board.
Version limitations

As the PN7642 firmware itself evolves, same as the NFC Cockpit, some version combinations are not working.
Check the Firmware Overview and Table 4 regarding valid combinations.

While the NFC Cockpit GUI supports all NFC Cockpit applications on the PN7642, the NFC Cockpit application
on the PN7642 has to match the firmware on the PN7642.

NFC Cockpit is using VCOM. Users have to set the host interface to use USB. The NFC Cockpit counterpart
integration on the PN7642 is also available as source code (see ref.[19]).

This VCOM library can be integrated in a user application to provide the full NFC cockpit experience for
configuration of the device.

Firmware Update

NFC Cockpit is checking the firmware of the connected device and informs the user to update to a later version
in case a newer version has been found. For the PN7642, this is not always recommended. Refer to Section 5
"Firmware overview" and Section 5.1 before performing a firmware update.

AN13134 All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
Application note Rev. 3.1 — 4 June 2025 Document feedback
54 /69



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN13134

NXP Semiconductors AN13134

PN76 family evaluation board quick start guide

10.1 Install NFC Cockpit

Download the latest version of NFC Cockpit at the NXP website. Execute the installer and follow the
instructions. After the successful installation go to the installation folder.

Within the installation folder, you find a couple of folders. Two of them are from particular interest to progress
further.

» MXL380M12 » OSDisk(C:) » nxp » MrpMNfcCockpit v6.3.0.0 »
Mame B Date modified Type Size
AbendPCDrivers 10,/05/2021 12:35 File folder
ABEMDToWCOM 10/09/2021 12:35 File folder
bin 03/12/2021 12:54 File folder
cfg 10/00/2021 12:35 File folder
10/09/2021 12:35 File folder
10/09/2021 12:35 File folder
10/09/2021 12:35 File folder
10/09/2021 12:35 File folder
wd| MNfcCockpit SCR.bt 03/09/2021 10:37 TXT File 1KE
#F NXP NFC Cockpit v£.3.0.0 10/09/2021 12:35 Shortcut 1KB
@ MXP_SLDA.pdf 03,/09/2021 09:45 Foxit Reader PDF ... 177 KB
£# Uninstall.exe 10/09/2021 12:35 Application 54 KB
Figure 56. NFC cockpit folders
Table 16. NFC Cockpit folder content
Folder Content
firmware — PN7642 'NxpNfcCockpit 05 _03 00_Flash.bin', which is the PN7642
application for NFC Cockpit. This application has to match
the PN7642s firmware. Check the compatibility table in
Section 5.
VCOM 'install_PN76xx_vcom.bat', which installs the proprietary
PN7642 VCOM driver.
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10.2 Install VCOM driver

The PN7642 makes use of a proprietary VCOM driver. To install this, execute the 'install_PN76xx_vcom.bat'
from your NFC Cockpit installation folder — VCOM.

Depending on the security policy of your device, maybe an execution with administrator rights is necessary
(right click — run as administrator).

10.3 Flash NFC Cockpit firmware

Per default, the PNEV7642A is not flashed with the NFC Cockpit firmware, but with the NFC Discovery Loop
Example application. This application will not enumerate a VCOM port and cannot communicate with the NFC
Cockpit.

To flash the NFC Cockpit firmware, no external debugger is necessary. The PN7642 has a USB Mass Storage
Mode where we can drag and drop the firmware to install.

Note: To be able to put the device into mass-storage mode, make sure you set the host-interface to USB (see
Section 7.1.4.1 "Host interface selection”).

10.3.1 Bring to mass storage mode

To bring the PN76 development board into mass storage mode, the user must bring the DWL_REQ pin HIGH
while resetting the board.

Follow the instructions below:

1. Press and hold SW3 "NFC_VEN".
a. Found in the upper left corner. A small white pushbutton.
2. Press and hold SW2 "NFC_DWL_REQ".
a. Found on the right side edge of the board. A small white pushbutton.
3. Release SW3 "NFC_VEN".
4. Release SW2 "NFC_DWL_REQ".

A new mass storage device will appear in your explorer, which holds two files "CRP_00.BIN" and
"CRPSTA_3.BIN".

PMTEXX_DL (D)
0 bytes free of 32.0 MB
W FAT32

Figure 57. PN7642 mass storage device

PMTEC_DL (D)

L Mame
| | CRP_DD.BIM
| | CRPSTA_3.BIM
Figure 58. PN7642 content
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10.3.2 Flash NFC Cockpit firmware

1. Open the PN76xx_DL mass storage device and delete the "CRP_00.BIN" file.

PMTEC_DL (D)

2 Mame

| | CRP_DD.BIM
| | CRPSTA_3.BIM

Figure 59. Mass storage content

2. Go to your NFC Cockpit installation folder — firmware — PN7642 — v1.00/v2.00, see README.ixt, and copy
the "NxpNfcCockpit _ 05_03_00.bin"1 onto the mass storage device.

Note: Check chapter Section 5 to find the matching NFC Cockpit application version to the PN7642 firmware
version in use.

For the PN7642, use the PN7642 folder — firmware and read the "README.txt" to check which firmware
versions are suitable.

nxp MxpMNfcCockpit v8.1.20 * firmware PMTE42

Mame

. Latest

B0
B2

B README.tet

Figure 60. NFC Cockpit firmware

3. The PN76xx_DL automatically restarts and a PN76XX VCOM device should appear in your device manager.
If no VCOM appears and instead the mass storage device PN76xx_DL show up again, make sure DWL_REQ is
low and reset the device again by pressing NFC_VEN.

v & Ports (COM & LPT)

i PNTEXX VCOM (COM15)

T TR eth link (COMZ3)
ﬁ Standard Senial over Bluetooth link (COMZ2E)

-

Figure 61. PN7642 VCOM device

Technology - 0L (COM3)

The PN76 has been successfully flashed with the NFC Cockpit firmware and can now be used with the NFC
Cockpit application.

Depending on your system and previously installed drivers, there is a possibility that the PN76 VCOM port
is displayed within another device category. This usually is no problem and the NFC Cockpit will function

as expected. In rare cases, it might be necessary to look closer to similar drivers and de-install/install them
manually.

1 The naming and/or version might be different depending on which NFC Cockpit version is used.
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10.4 NFC Cockpit usage

The NFC Cockpit is a powerful GUI tool to control any NXP NFC chips. This chapter only explains a quick check
if it is working. For further usage and details on its capability, read the NFC Cockpit user manual.

, H - x|
: Read i i i
Registers/EEProm access Operation eader | LPCD | DPC Calibration | CLIF TestStation | Test Signal | PRES | AAT | Rx Matrix | Scripting | Bxra
” Type A | Type B | Type F | 15015693 | iCode ILT
Register address: Register Set | General Protocol Layer
Layer 1444333 Load Protocol 1S014443-A
8it selection:
It selection: 293 ® | Activate Layer3 | | Halt |
106 kBd/: D Load Protocel
Bnary OOCOC0OOO0000000000000000000 : oaé Protocs
Perform Single / Endless REQA
ATaA ) Endless REQA
SAK
0| ms
® All bits Layer 1444345 RFRESET
O Single bit 3 RF OFF Duration ms
Selectabaud rate | 106 kBd/s v
EEPROM Single Byte Access RF Field Control Activate Layerd || DeSelect Card |
Address [0x0000 Read EEPROM Foad F Brom ‘ ' ATS Single RECA
Data  [0x00 | |Wirite EEPROM [ Collision Avaidance: Enabled
Layer 14443: Data Exchange with PICC
Config |SECURE.LIB.CONFIG Dump EEProm| | | [RfField On| [RfField Off [Rf Field Reset Data to be send
ata to be sen

Log Monitor A THCRC Enable RXCRC Enable Send Data
[2023.11.27 14:38:38]:INFO:ServiceFactory:Generating Services for VCOM_PN7642 @\\\COM15

[2023.11.27 14:38:39:INFO:EEPROMService_PN76XX:Connected to PN7642_02.02.00_20231009

[2023.11.27 14:38:39]:INFO:ServiceFactory:Connected to NNC_uC_VCOM_05.04.00 (Compiled on Oct 11 2023 15:22:18)

Card Response

Application Layer

Command GetApplds MF DESFire

Applications on the card

Gethpplds
l:l VCOM_PN7642 @\\\COM! Secure Upgrade +  Status: Read Register PCRM_CLIF_DAC@0x00EF. Value=0x06000600
|

Figure 62. NFC Cockpit overview

Highlighted in the above image are our main areas of interest.

1. The VCOM port, which we are currently connected to.

2. NFC Cockpit version and firmware version of the connected device. In this case FW v2.2 of the PN7642
3. RF Field control. To turn the RF-Field on and off as well as doing an RF-Field Reset (Off — On).

4. Protocol Layer control. To activate a Type A tag.

For a quick sanity check, follow the below steps:

1. Place a Type-A Tag on the antenna of the PNEV7642A Rev-B development board. This can be, for
example, a MIFARE Ultralight, MIFARE DESFire, MIFARE Classic, or any other Type-A tag.

2. Press "RF Field On" in the RF Field Control area (3).

3. Press "Load Protocol" in the Protocol Layer Area (4). This loads all necessary Type-A-related parameters at
the PN7642.

4. Press "Activate Layer3" in the Protocol Layer Area (4). It performs a Layer-3 (ISO/IEC14443-3) activation,
including its anticollision.
a. If the activation was successful the ATQA, SAK and UID are displayed.
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11 Checklist

A checklist to see if you fulfill all prerequisites to start evaluating, developing, and working with the PNEV7642.

1.

PNEV7642 correctly powered up, either through an external power supply or USB.
a. See Section 7.1.1 "Power supply".

. Debugger connected.

a. Can be an external debugger like SEGGER J-Link, MCU-Link, or LPC-Link2.
b. Or the onboard OpenSDA.
c. See Section 7.1.2 "Debug interfaces".

. MCUXpresso installed.

a. See Section 9.1.1 "MCUXpresso IDE".

. PN7642 SDK installed.

a. See Section 9.1.1.2 "Install SDK".

PNEV7642 jumper settings according to the desired use case.

a. Especially, if you want to use a host-interface (USB, 12C, SPI, ...) the red switches have to be set
accordingly.

b. See Section 7.1.4 "Jumper settings".

. Firmware version of the chip matches the installed MCUXpresso SDK.

a. C100 comes by default with FW v01.00 while C101 comes with FW v02.00. The same application will
not work on both as the firmware versions are incompatible with each other. The application has to be
compiled using the correct SDK.

b. See Section 5 "Firmware overview".
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A short list of the most common issues and its solutions. The application note AN13936 frequently asked
questions contains some additional answers to unexpected behaviour.

Table 17. Troubleshooting

Cause Comment

IOREF Depending on the usage of the board (standalone, follower or leader) the jumper
IOREF has to be set correctly.
See Section 7.1.4.2 "I/O Reference (J23)".

HIF selection Make sure to set the HIF switches according to the host-interface of your choice

(USB, 12C, SPI, etc.).
See Section 7.1.4.1 "Host interface selection"”.

HIF not working

The host interface is determined by either the host select switches (red switches)
or via the Arduino Leader (bottom) interface. To ensure compatibility with different
voltage leves there are level-shifters inbetween. If no Arduino Leader is used

the inputs of those level shifters are floating, which could cause issues. If you
encounter issues that, e.g., USB is not populated and working you can try to force
AD_NFC_HOSTSELO0/1/2 to the voltage leves necessary for your chosen host-
interface.

See Section 7.1.4.1.1.

Power supply

Be careful by powering the board. By using an external power supply, make sure
to have set the power jack settings correct.

Section 7.1.1.2 "Power jack".

If you power the board via USB, make sure that the USB port is good enough to
supply the PNEV7642 development board. Usually an active USB-Hub works.
While a notebook board might not be sufficient.

See Section 7.1.1.1 "Power supply selection".

Firmware version

Make sure that the firmware version of your board is the right one for the

used MCUXpresso SDK. In case of doubt, it is good practice to update the
firmware. This can be easily done with the "check _nxpfw_update" example of the
MCUXpresso SDK.

See Section 5 "Firmware overview".

Debugger - Cannot connect to core

This can have many reasons. The most popular are insufficient power, the PN76xx
being in reset (check VEN), in mass-storage mode or deep-sleep. Make sure that
nothing of these options is the case.

In case you are enabled OpenSDA on the development board the NFC-DEBUG
"J21" is not operational because you had to resolder some resistors.
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13 Radio Equipment Directive (RED)

The following information is provided per Article 10.8 of the Radio Equipment Directive 2014/53/EU:

(a) Frequency bands in which the equipment operates.

(b) The maximum RF power transmitted.

Table 18. Characteristics

(b) Max Transmitted Power

PN RF Technology (a) Freq Ranges (EU)
OM27642DB Near Field Communication | 13.56 MHz + 7 kHz -11 dBm
OM27640DB Near Field Communication | 13.56 MHz + 7 kHz -11 dBm

EUROPEAN DECLARATION OF CONFORMITY (Simplified DoC per Article 10.9 of the Radio Equipment
Directive 2014/53/EU). This apparatus, namely PNEV76FAMA and PNEV7642A development board, conforms

to the Radio Equipment Directive 2014/53/EU.
The full EU and the UK Declaration of Conformity for this apparatus can be found at this location: https://
www.nxp.com/products/:OM27642.
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 Editorial changes and optimize picture size.
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organization.
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Draft — A draft status on a document indicates that the content is still
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representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
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punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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All information provided in this document is subject to legal disclaimers.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.
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Purchase of NXP ICs with NFC technology — Purchase of an NXP
Semiconductors IC that complies with one of the Near Field Communication
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implied license under any patent right infringed by implementation of any of
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Trademarks
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copyrights, designs and trade secrets. All rights reserved.

DESFire — is a trademark of NXP B.V.
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